KARL MAYER

How to Install the CA Certificate (iPhone &
iPad)

Note: Setting names may vary based on the IOS Version. (Instructions for iOS version 26.4.1

Follow these steps to install and trust the EDRootCA.cer certificate on your iOS device to ensure a
secure connection to the dashboard.

1. Accessing the Dashboard

Enter https://<ip>:8444 in the search bar.

When you first attempt to open the dashboard, your browser will show a "This Connection Is Not
Private" or "This Site is Not Secure" warning.

Q This Connection Is
- Not Secure

This website does not support connecting
securely over HTTPS. The information you see
and enter on this website, including credit cards,
phone numbers and passwords, can be read and
altered by other people.

Continue Go Back

Tap on Show Details or Advanced or Go Back.

Tap the link at the bottom: "Visit this website".

Confirm by tapping Visit Website on the pop-up.

Once the page loads, locate the download link for the certificate in the info tab
If the page does not load, tap the refresh icon in the browser once.

Title | Subtitle
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https://194.25.218.121:8444/
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2. Download the Certificate in Safari

Open the download link using the Safari browser.

Tab into the Info category.
Press the install button to install the certificate.
When the prompt appears, tap Allow to download the configuration profile.

"194.25.218.121" is trying to download a
configuration profile. Do you want to allow
this?

Ignore  Allow

Confirmation message: "Profile Downloaded. Review the profile in the Settings app if you
want to install it."

V X

Profile Downloaded

Review the profile in the Settings app
if you want to install it.
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Tap Close.
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3. Open Settings to Install

Once downloaded, you must manually activate the profile in your system settings.

Open the Settings app.

W About
 07) Software Update

& ) iPhone Storage

Tap on Profile Downloaded (located just below your Apple ID).

Settings

Apple Account
Sign in to access your iCloud data, the
App Store, Apple services and more.

”

Finish Configuration 0

Profile Downloaded

Tab the “EDRootCA”.

Configuration Profile

\“;.’J EDRootCA

On the "Install Profile" screen, tap Install in the top right corner.

Enter your device Passcode when prompted.

Tap Install again on the "Warning" screen and the final confirmation pop-up.
Tap Done.

Install Profile

v

Installing this profile will change
settings on your iPhone.

Cancel Install
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4. Enable Full Trust

Installing the profile is not enough; you must manually trust the root certificate to enable encryption
for the dashboard.

Go to Settings > General > About.
Scroll to the very bottom and tap Certificate Trust Settings.

Available SIM

IMEI2 35 350545 849959 8

Certificate Trust Settings

Under "ENABLE FULL TRUST FOR ROOT CERTIFICATES," locate EDRootCA.

Toggle the switch to ON (Green @ ).
A warning will appear: "Trusting this certificate will allow third parties to inspect any data
sent to websites." Tap Continue

Learr\ Frar ) AR T S S B S S e

Root Certificate

Warning: enabling this certificate for
websites will allow third parties to
view any private data sent to
websites.

Cancel Continue
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5. Finalize

To ensure the settings take effect:

Close Safari completely (swipe up from the bottom of your screen to the multitasking view
and swipe Safari away).

Reopen Safari and navigate back to the Karl Mayer dashboard.

The "Not Secure" warning will disappear, and the connection will be encrypted.

Note: Only install certificates from organizations you trust. This certificate is required to verify the
identity of the local server.

6. Add to Home (Safari)
Adding the page to your home screen: < S 19425218121 & cee

Open webpage on your phone/iPad

Tap the three dots beside the search bar

Press “Share”, then “View more” -
Now press “Add to Home Screen”

Enter the name you want to give this shortcut
Finalize by tapping the Add button on the top right

Add to Home Screen

The shortcut should now be added to your home screen.

r )¢ Add to Home Screen @ 1

@ KM Dashboard|

Open as Web App

An icon will be added to your Home Screen so you can
quickly access this website.
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